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How to Scan File Uploads for Threats in PHP

Virus and malware-infected files aren’t the only threats we’ll find uploaded to our servers. Disguised scripts and executables, Office documents with enabled macros, and PDFs containing JavaScript or HTML code are just a few examples of threats most antivirus software won’t detect. Thankfully, using complementary, ready-to-run PHP code examples provided…
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How to Scan a File for Viruses & Malware in PHP

Client-side file upload is a common vector for passive virus and malware attacks. With a flexible, low-code antivirus solution, we can implement a layer of security against potentially malicious files stored in sensitive server locations. Using the below ready-to-run PHP code, we can take advantage of a free API to…
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How to Scan Websites for Phishing Threats and Malicious Content in PHP

Malicious URLs are frequently used in phishing attacks to steal user credentials, and they’re also used to remotely download malware onto a user’s system. Using the below code, we can take advantage of a free API that checks URLs for malicious content and threats, including both malware and phishing threats…
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How to Convert PDF to Word in PHP

With only a few lines of PHP code, we can make PDF to Word conversions a breeze. Using the below code examples, we can take advantage of a free API to convert our PDF documents to Word (DOCX) format with extremely high fidelity. All we need is a free API…
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How to Convert a PNG Array to PDF Format in PHP

Writing PHP code to convert between common image formats can be a pain. Thankfully, if we use a free API with readily available code examples, we don’t have to do any of that work ourselves. Using the complementary, ready-to-run code examples below, we can take advantage of a free API…
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How to Convert PDF to JPG Format in PHP

Converting our PDFs to JPG format reduces file size and gives us a degree of control over our output image quality. Using the below code, we can take advantage of a free API to easily convert multi-page PDFs to JPG image arrays. Conveniently, we can specify the output quality of…
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How to Scan SharePoint PDFs for Threats in C# .NET Framework

Threat actors can obfuscate malicious content in PDF files rather easily. Compromised PDF uploads can live undetected within our SharePoint ecosystem for long periods of time, only requiring inadvertent user interaction to execute their malicious contents. Thankfully, by actively scanning PDFs in SharePoint Site Drive storage, we can proactively check…
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How to Transform XML Documents via XSLT in C# .NET Framework

Thanks to the eXtensible Stylesheet Language Transformations (XSLT) language, we can efficiently transform and style XML documents to our liking. With the help of a free API, we can quickly and easily apply XSLT transformations to our XML documents without relying on web browser technologies or programming libraries/modules that use…
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How to Delete XML Child Elements using C# .NET Framework

Using complementary code examples, we can easily take advantage of a free API to remove specific child elements from an XML file without impacting the parent node whatsoever. Our request variables will include our XML file path along with a valid XPath expression to identify the child elements we’re targeting. …
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How to Add a Child to an XML Node in C# .NET Framework

Writing code to nest child elements in XML nodes can be a little tricky. Thankfully, using the ready-to-run C# code examples provided below, we don’t have to write any new code to programmatically edit our XML files. We can call a free API instead, locating our target XML node with…
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