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BackdoorCTF 2023 — mini_RSA Challenge Writeup

Greetings, fellow cybersecurity enthusiasts and CTF players! In this writeup, we will dive into the solution of the “mini_RSA” challenge from the BackdoorCTF 2023. Challenge Overview Groot has encrypted a message using RSA with a key size of 512 bits and a public exponent (RSA_E) of 3. The challenge provides two files…
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Capture TryHackMe Writeup

SecureSolaCoders has once again developed a web application. They were tired of hackers enumerating and exploiting their previous login form. They thought a Web Application Firewall (WAF) was too overkill and unnecessary, so they developed their own rate limiter and modified the code slightly. Difficulty = Easy Challenges: Authentication Bypass, Login Bruteforce…
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Phonebook — HTB Web Challenge Writeup

CHALLENGE DESCRIPTION Who is lucky enough to be included in the phonebook? In the beginning, we first visit the web page and got a login page :))
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Templated — HTB Web Challenge Writeup

CHALLENGE DESCRIPTION Can you exploit this simple mistake? First Start Instance and then you are provided with an web address in the form of <ip>:<port>. Copy it and open it in another tab or browser. In my case it was http://134.209.18.1:30563 Now let’s visit the webpage:
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TakeOver TryHackMe Writeup

Recently blackhat hackers approached us saying they could takeover and are asking us for a big ransom. Please help us to find what they can takeover. Our website is located at https://futurevera.thm Difficulty = Easy Challenges: Sub-Domain Enumeration, Sub-Domain Takeover. TryHackMe Room Link: https://tryhackme.com/room/takeover The beginning starts the machine and grub the IP…
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Bugged Tryhackme CTF Writeup

John was working on his smart home appliances when he noticed weird traffic going across the network. Can you help him figure out what these weird network communications are? Difficulty = Easy Challenges: Network Analyze, IoT Hacking. Beginning start with Rustscan. For scan, we use ‘-a’ flag to specify our target. And we…
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TryHackMe | MD2PDF | CTF Writeup

MD2PDF 🚀 TopTierConversions LTD is proud to present its latest product launch. This easy-to-use utility converts markdown files to PDF and is totally secure! Right…? Difficulty = Easy Challenges: PDF, Markdown, SSRF. Beginning we start with Nmap scan. For scan we use ‘-sV’ flag to know about services & versions. And we also…
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How To Limit Battery Charging (Set A Charge Threshold) For ASUS Laptops On Linux

Nowadays Asus laptops have a preinstalled program called Asus Battery Health Charging. In recent laptops, this feature is integrated into the MyAsus application. Using this feature users can set the charging threshold to 60% when they use it on AC power. A laptop will maintain a 60% charge when connected…
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The Dirty Pipe Vulnerability On Linux

Hi, folks. I wanna talk about CVE-2022–0847. & it's called Dirty pipe vulnerability. This is a vulnerability in the Linux kernel since 5.8 which allows overwriting data in arbitrary read-only files. This leads to privilege escalation because unprivileged processes can inject code into root processes. The vulnerability was discovered by…
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TryHackMe Writeup — VulnNet Internal

VulnNet: Internal is a Easy/Medium level Box. It includes enumerating different services and finding useful information to gain user access. For privilege escalation we have to use port forwarding to access TeamCity service and then we can run commands as root user. TryHackMe Room Link: https://tryhackme.com/room/vulnnetinternal There are four flags that need to be submitted in order to complete the challenge:
1.Service Flag
2.Internal Flag
3.User Flag
4.Root Flag
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Currently I’m a student and I love computers. I love programming and playing with technology. I am highly interested in cyber security.
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